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TpeboBanns
110 0GecedeHnIo 6e3011aCHOCTH MEPCOHATBLHBIX JAHHBIX

npu ux o6paboTKe B nHpOPMANHOHHBIX CHCTEMAX HepCcOHATLHbBIX JAHHBIX

1. O6mue MoJI0KEeHUH

1.1 Jlamnsie TpeGOBaHUA IO 0BeCIICUeHHIO 6e30TIaCHOCTH MEPCOHABHBIX TIAHHBIX pu
px 06paboTKe B HHPOPMAIIHOHHBIX cucTeMe IEPCOHANBHBIX JIAHHBIX (manee — VICT1[T1) I'BY3TO
«CCMII» (manee — TpeGopanws) paspaboTaHbl Ha OCHOBAHMH npuxaza ®CTOK Poccnn
or 18.02.2013 Ne 21 «OG yTBEPXKICHHH CocraBa W COJEp)KAHUS OPraHM3allHOHHBIX H
TeXHMIECKHAX Mep [0 00ECIICYCHUIO 6e30IaCHOCTH TEPCOHANBHBIX JaHHbBIX TIPU HX o6paboTKe B
pH(OPMAIMOHHBIX CHCTEMaX IePCOHAIBHBIX JAHHBIXY, qaCTHOM MOJENH yrpo3 0e30macHoCTH
[Tz npn ux o6paboTKe B VCITIz u MeTomdeckoro HOpMaTHBHOTO noxymenta ®Cb Poccun
or 21.02.2008 No 149/6/6-622 «THIOBBIX TpeGoBaHmii 1O OpraHusalyy M 00eCTIEdCHIIO
yHKIMOHUPOBAHKS i pOBAIBHBIX (KpnnTorpa(bnquKnx) CpEZICTB, TIPE/HA3HAICHHBIX JUIA
3amuTHl HHPOpMALUY, HE CcoJlepKaIedl CBENEHMI, COCTABLIONIIX rOCY/IapCTBEHHYIO TaiHY B
cllydae WX MCIIOJIB30BAHUA JULA oBecrieueHrs. 0e30MAaCHOCTH TIEPCOHABHBIX JIAHHBIX opu HUX
06paGoTKe B HHPOPMAIMOHHBIX CHCTEMAX IepCOHATBHBIX JAHHBIX).

12  TpeboBaHus OIPEIENAIOT COBOKYIHOCTH OpraHM3alAOHHBIX M TEXHIYCCKUX
MEpOTPHATHHN, HEOOXOMUMBIX JUIA oBecIieueHns 3aJaHHOT0 YPOBHS 0€30MaCHOCTH HEPCOHANBHBIX
nauHbx (nanee — [1J1H) Ipy uxX o6pabotke B UCI1/IH I'BY3 TO «CCMII».

2 Opragu3anUoRHbIC MEPONPHATHSI HO obecegennio Gesonacuocrn I/1n

2.1 3agaroTcd TpeOOBaHMA 1O: OXpaHe [IOMEIICHUM, JOIyCcKy v, BEIOODPY
TexXHMYECKAX CPEJCTB, HX pACIONOXCHUIO B [HOMEIIEHIIX. Kpome TOro, 3a/1arorcs
JIOTIOJIHATENbHBIE  TPeOOBaHUs IO oGecrieyeHHI0  KOH(MUICHIMATBHOCTH, I(ETOCTHOCTH n
nocrynsoct IJIH.

22 K unmciay Mep, HEOOXOIUMBIX H JOCTATOUHBIX Ulsl 00€CTeyeHus BBIIOJTHCHNA
06s3agHOCTEN orepaTopa OTHOCATCS:

- HasnadeHre OTBETCTBEHHOIO 32 OPraHu3allkio o6paboTku I1]1H;

- W3janne JTOKYMEHTOB, OIPEACTIONIHX HOJMUTHKY Oleparopa B OTHOMICHHH
oGpa6Gotku T1J1H, TOKaTBHBIX aKTOB 110 Bompocam 00paboTKH [1/Tn, a TawKe JOKATBHBIX aKTOB,
yCTaHABIMBAKOLIUX IIPOLEYPBI, HalpaBJeHHBIE Ha IIPEOTBPAIICHAC 1 BBIABJICHUE HApyIICHAN
3aKOHOJIATEICTBA POCCHICKOM denepany, yCTPAaHCHUC [IOCIICICTBHI TAKMX HAPYICHHUIL;

- OcyImecTBIICHHEe BHYTPCHHETO KOHTpOJIS ¥ (VM) ayAUTa COOTBCTCTBHA 00paboTKH
[JTa ®enepanbHOMY 32KOHY «O TIepCOHANBHBIX JAHHBIX» ¥ [IPUIATHIM B COOTBETCTBHHU C HAM
HOPMATUBHBIM [IPAaBOBBIM aKTaM, TpeboBaHMAM K 3alIUTe [1[/ls, moIuTHKE oIeparopa B
orromennu 06padorxu I1/IH, JOKaTbHBIM aKTaM oreparopa;

- Onenka Bpeaa, KOTOPBIA MOXET 6BITH TPUIMHEH CyOBEKTaM IJla B ciydae
napymenns ®egepanbHOro 3akoHa or 27.07.2006 Ne 152-®3 «O nepcoHATbHBIX JAHHBIX ),
COOTHOIICHHE yKa3aHHOTO Bpela M NPUHAMACMBIX OIlePaTOpOM MEp, HATIPABICHHBIX Ha
obeciieueHre  BBLITOTHCHMS 00s3aHHOCTEN, NPEXYCMOTPCHHBIX denepaibHBIM  3aKOHOM
ot 27.07.2006 Ne 152-®3 «O nepcoHalbHbIX JIAHHBIX»;



- OszHakoMJ/IeHHE PabOOTHHKOB OIepaTopa, HENOCPEICTBEHHO OCYIIECTBIIIONIX
o6pabdotky I1JIH, ¢ HOJOXCHUAMU saxoHoatenbeTBa Poccuiickoit dezepati 0 111, B TOM
qrciie TpeOOBaHUAMM K 3aIIUTE T1/Ts, JOKYMEHTAMH, ONPEICTIOMMMH IOTHTHICY omeparopa B
otHomreruu 06paboTku I1J1H, JTOKATbHBIME AKTAMH o Bompocam 06paGOTKH IJIn, u (nm)
00yUeHHE yKa3aHHBIX pabOTHHKOB;

— OnpeieieHre yrpo3 Ge30macHOCTH 1T npu ux o6paboTke B NCTIn;

- [IpuMeHEHHE OPTaHM3alMOHHBIX U TeXHHYEeCKAX Mep II0 00eCIedeHHIo
6esomacaocTy I1JIH py BX 00paboTKe B VCII/IH, HeoOXOAUMBIX JUIA BBILIOJHCHHS TpeboBaHMH
k 3ammre 11J[H, WMCIOJHCHHE KOTOPBIX o6ecreurBaeT ycTaHoBICHHBIE [IpaBUTEIECTBOM
Poccuiickoit ®eepaliiil ypOBHH 3aMIAIICHHOCTA I10n;

- [IpuMeHeHHe MPOIIE/IIMX B YCTAHOBJICHHOM [opsA/Ke HPOIENyPY OUCHKH
COOTBETCTBHS CPEJICTB 3allATHI HH(pOPMAIIL;

- Onenka b HEKTHBHOCTH IPHHIMACMBIX MEP 11O obecreuenuio GezonacHoctr [T
710 BBOJI@ B DKCILTy aTAIlHIO UCIIx;

- Vyer mammuHBIX HocuTene# [T/1H;

- O6uapyXeHnne GaKToB HCCAHKIIMOHUPOBAHHOTO pocrymna K ITJ[H ¥ IPHHATHE MeP;

- Boccranopnerne I1JIH, MOIM(HIMPOBAHHBIX HIH YVHAYTOXKEHHBIX BCIIECTBHC
HeCaHKIOHUPOBAHHOIO JIOCTYIIA K HUM,

- VY cTaHOBIIEHHE TIpaBHJI TOCTyIa K [1/la, o6pabarsiBacMbIM B UCTIJIH, a TaKkke
obecriedeHeM PETUCTpalli U yaeTa BCEX JneficTBui, coBepiuaeMbIX ¢ 11J1H B NCIIH;

- KoHTpoNb 3a IPHHAMACMBIMM MEPaMH 110 obecreuennio Oesonacuoctu [1/1H 1
yPOBHS 3alIAIICHHOCTH UCTIdH.

23 O6eceuenne Gesomacuoctd IIJ[H ¢ HCIOIB30BAHUEM KPUIITOCPEJICTB JIOJDKHO
OCYIIECTBIATCS B COOTBETCTBHH C:

- IIpuxazom ®Ch Poccnn or 09.02.2005 Ne 66 «O6 yTBEpXIECHUHN O paspaboTKe,
IPOM3BOJCTBE, PeAM3aAUUA H SKCINTyaTaii IGpoBaIbHbIX (xpunTorpaduecKix) CpecTs
3amuThl nEGopMarmmy (Ilomoxenue T1K3-2005);

- MeToauyecKuM HOPMATHBHBIM ~ JIOKyMCHTOM ®CB Poccun or 27.02.2008
Ne 149/54-144 «MertoaudecKue PEKOMCHAINHA 110 0GECIEUeHHIO ¢ MOMOIIBIO KPUIITOCPE/ACTE
Ge30MaCHOCTH TIEPCOHANBHBIX JaHHBIX TIpA HX oGpaboTke B MHQOPMAIMOHHBIX CHCTCMAX
TIePCOHANBHBIX IAHHBIX C HCIOTE30BAHUCM CpeINCTB aBTOMATH3aII;

- Hacrosimumu TpeGoBaHUAMA.

2.4  Oneparop IlJ[H HeceT OTBETCTBEHHOCTE 34 COOTBETCTBUE IMPOBOAVMBIX HMMU
MepONPUSATHI [0 OpraHM3aui 1 oGeCeUe o 6e30IaCHOCTH 0OPabOTKH ¢ MCHOJB30BAHNCEM
kpunrocpencTs ]I, JMICH3HOHHEIM TpeGOBaHUsAM ¥ YCIOBUSAM, HKCIUTYaTal[MOHHON U
eXHIUecKOM OKyMEHTAIUA K KPUIITOCPE/ICTBAM, a TAoKe HacTosmuM TpeOoBaHUAM.

2.5  Ilpu sTOoM AOJDKHA 0GecIeunBaThCs KOMIUIEKCHOCTD 3allHThI [I]1H, B TOM 4HCIE
IOCPEJICTBOM IIPHMEHCHHS HEKPHANTOrpadpUIecKiX CPeICTB 3AATEL.

2.6  Ilpu paspaboTke W peanu3aliu MEpOTPHATHI 10 OpraHu3aluu 1 o0ecIieueHIIO
6esomacuocTd I1/TH mpy 1x 06paboTKe B yHGOPMAIMOHHON CHCTEME OCYIIECTBIICTCA:

- paspaboTka st kaxmoit UCITIn monenu yrpos 6ezomacHocT 1IJIH mpu HX
00paboTKe;

- paspaboTka Ha OCHOBE MOJCIH yrpo3 cucTeMbl 0E30MacHOCTH [11H,
obeceunBaroNIel HeHTPANTH3aIlHIO BCEX NEPEIHCICHHBIX B MOJIETH yIPo3;



- olpesieNieHre HeOOX0MMOCTH HCIIOIb30BAHIA KPHUIITOCPEICTB UL obecrieueHust
GesomacHocty IIJIH 1, B Clydae TOJIOXKHTEILHOr0 PEINCHUA, ompenecneHre Ha OCHOBE MOJCIH
yrpo3 UeiH HCIOJB30BaHUsA KPHITOCPECTS s 3ammtel [IJJH OT HEMPaBOMEPHOIO MM
CJlydaiiHOTO JOCTyNa K HHM, YHHITOXKCHHA, A3MEHEHWs, OJIOKMPOBaHMs, KONHWPOBAHMA,
pacrpoctpasenust [1/{s u (M) MHBIX HEMPaBOMEPHBIX neficTBUR npH BX 00paboTKe;

- YCTaHOBKA M BBOJ B OKCILITYaTAlUIO CPEICTE SallThL uHpopMaIHH (B TOM JUCIE
KpUOTOrpaQHIecKux) B COOTBETCTBUH C SKCIUIYaTAIMOHHON ¥ TEXHIMIECKOH JOKYyMEHTalen K
JTHM CpENICTBAM;

- IIpoBepKa TOTOBHOCTH ~ CPEJICTB  3AllUTHI pHpopManuy (B TOM  dHCTIe
kpunTorpadugecKux) K HCTOIB30BAHUIO € COCTABJICHMEM 3aKJIOUCHHH O BO3MOXHOCTH HX
JKCILTyaTalluH;

- OSK3eMILIAPHBIA ~ y4eT —HCIIONB3yeMBIX — CPENICTB 3amuTel  MHGOpMAIWH,
SKCIUTyaTallHOHHOW U TeXHAYECKOM JOKYMEHTAIlNN K HUM, gocurenei [1/1H;

- KOHTpOJNb 33  COOJIIOACHHEM yCIOBHM ~ WCIIONB30BAHMA  KPHITOCPE/ICTE,
[peyCMOTPEHHBIX SKCILIyaTAIMOHHOM M TEXHUYECKOH JOKyMEHTAIlUEN K HUM;

- pa3OUpaTebCTBO U COCTABICHUC saKIOUeHHH 10 (haKTaM HapyIICHUs YCIOBUH
xpanerus HocuTenedl I1J1H, HCIIONB30BAHUS KPHIITOCPEICTB, KOTOPBIE MOTYT IPUBECTH K
HapyIIEHHIO KOHPUACHIHAIBHOCTH [1J{1 wiu APYTAM HapyLICHHAM, IPHBOIAIIMM K CHIDKCHUIO
yposus 3amumenrocta 11y, pa3paGOTKy U NPUHATHE MEp IO IPEOTBPACHAIO BO3MOXHBIX
OIACHBIX OCNEICTBIHA IOJTO0HBIX HapyLIeHWH;

— OIICAHME OPraHU3AlMOHHBIX M TEXHUYECKHX MEp, KOTOPBIC oreparop 00A3yeTcs
OCYIIECTBISATH IIPH 00eCTICUCHIN 6esomacaoctd [1JIH ¢ HCIOIB30BAHMEM KPUIITOCPE/CTE IIPH HX
06paboTke B HHGOPMALMOHHBIX CHCTEMAX, € yKa3aHHEM B YaCTHOCTH:

- JHIeKca, YCJIOBHOIO — HaWMCHOBaHUA M PErUCTPAIMOHHBIX ~ HOMEPOB,
HCIIONIB3YEMBIX KPHIITOCPEICTB;

- COOTBETCTBHS Pa3MEIeHUs U MOHTAKA annaparypbl 1 060pyI0BaHMS, BXOAMIETO
B COCTAB KPHTITOCPE/ICTB, TPeOOBAHMAM HOPMATHBHOH JIOKyMCHTAIIA 1 IIPaBAJIaM [I0JIb30BAHUS
KPHUIITOCPE/ICTBAMH,

- COOTBETCTBUS TIOMEIIECHHH, B KOTOPOM PasMCIICHBI KPHIITOCPEJICTBA H XPAHUTCS
KToueBas JOKyMEHTalys K HUM, HACTOAIINM TpeboBaHMsAM C ONMCAHUEM OCHOBHBIX CPEICTB
3alATHL.

27  OmnmcaHue TPHHATEIX MEp JAOJDKHO OBITH BKIIOYEHO B  YBCIOMICHHUC,
IpELYCMOTPEHHOE JACThIO 1 crarou 22 ®egepalbHOIO 3aKOHA OT 27.07.2006 Ne 152-®3 «O
[EPCOHATBHBIX JAHHBIX).

2.8 CpeeHus, IPEIyCMOTPCHHBIC MYHKTAMH 5, 7, 10 u 11 wactn 3 cTaThu 22
denepabHOIO 3aKOHA OT 27.07.2006 Ne 152-®3 «O mepcoHaIbHBIX JAHHBIX) JIOJDKHBI OBITH
IPeIOCTaBJICHBI B YIIOJTHOMOYEHHbIH OpraH I10 3alluTe [pas cyonexton 11JTH (PocKOMHAJI30D).

79  Tlomszosarermu UCII/IH 00si3aHbl:

- He pasriamaTh HHHOPMAIHIO, K KOTOpOif OHM JOIIYIIEHBI, B TOM THCIIC CBEACHNA
0 KPHITTOCPEICTBAX, KIIOUEBBIX JOKYMEHTAX K HEM U JPYTEX MEpax 3allluThl;

= cobmonars TpeboBaHHA K O0OCCIICUCHHIO Gesomacuoct 11JIH, TpeboBaHHsA K
0BeCIeYCHHIO 6E30IaCHOCTH KPUIITOCPEICTB 1 KIOHEBbIX JIOKYMEHTOB K HHM;

- co06mATh O CTAaBIIMX MM M3BECTHBIMU IOIIBITKAX [OCTOPOHHUX JIMIL IOJIYYUTH
cBeJIeHHs. 00 MCIIONb3YEMBIX KPUIITOCPECTBAX W KJIEFOUEBBIX JOKYMEHTaX K HUM;



— HeMeUICHHO YBEJOMIISTH omepaTopa O (akrax yTpaThl WM HEIOCTaqH
KPHUITOCPEICTB, KIFOUEBBIX JOKYMEHTOB K HHUM, KIFOYEH OT MOMENICHMH, XPAHUIHIL, JIATHBIX
nevateit ¥ 0 APYrUX (paKTax, KOTOpbie MOIYT IPHBECTH K pasriamenuo samumaeMbx [T

- cIlaTh KPHIITOCPEACTBA, SKCIUTYaTAlMOHHYIO M TEXHHYECKYIO JIOKYMCHTALHIO K
HHM, KIIOYEBhle JOKYMEHTHI B COOTBETCTBHH C IOPSAKOM, YCTAHOBJICHHBIM HACTOSIIMMH
Tpe6oBaHMsAMH, TIPH YBOJIBHEHAN I OTCTPAHECHHH OT MCTIOJHEHMS 00s3aHHOCTEH, CBA3AHHBIX C
HCIIOJIb30BAHUEM KPUITOCPEACTB;

2.10 OGecmeuenne ¢(yHkuuonwpoBanus u Oesomacnoctd MCII[(H Bo3naraercs Ha
OTBETCTBEHHOTO  IIOJIb30BATes, HMEIOMEro HEOOXOAMMEIH  ypOBEHb  KBAIM(MKALHH,
HA3HAYAEMOro MPHKA30M OTEpaTopa (anee — OTBETCTBEHHBIN T0Ib30BaTEIb).

2.11 OTBETCTBEHHBIEC [IOB30BATEIH JOJDKHBI UMETh (YHKIMOHAIbHBIE OOA3aHHOCTH,
pa3pabOTaHHbBIE B COOTBETCTBUM C HACTOAMMMY TpeOOBaHUSMA.

2.12 Ilpu ompenenerun OGA3aHHOCTEH IIONB30BATENS HEOOXOAMMO YYHTHIBATH, YTO
6€3011aCHOCTH 0OPadOTKH ¢ UCTIONB30BaHKeM KpunTocpencts [1/[n obecnednBaeTcs:

- COOJIIOZICHAEM TIOJIB30BATENIME  KPUIITOCPECTB, KOH(HIECHIMATBHOCTH IIPH
06paleHuH cO CBEICHUSIMHE, KOTOPHIE UM JOBEPECHBI UIIH CTaJId H3BECTHBI 110 pabote, B TOM 4HCIIE
CO CBeIeHUSME 0 (GYHKIIMOHWPOBAHAM U HOpSIKE obecrieveHus Oe30macHOCTH MPAMEHAEMBbIX
KPUNITOCPEICTB U KIIOUEBBIX JIOKYMEHTaX K HHIM;

- TOYHBIM BBINOJHEHHEM IIONB30BATENSAMH  KPHITOCPEJCTB, TpPeOOBaHMHA K
obecneuenuio 6e3omacnoctu I1/1n;

- HaJeKHBIM XpaHEHHEM SKCIUIyaTallHOHHOW ¥ TEXHHUYECKOU JIOKYMCHTAlUH K
KPHUIITOCPE/ICTBAM, ~ KIIOYEBBIX  JIOKYMEHTOB, HOCHTENCH pHGOpPMAIMH  OIPaHUYEHHOTO
pacrpoCcTpaHEHUs;

- ofecrieucHIeM HPHMHATHIX B COOTBETCTBHH ¢ TpeOoBaHMSAMH K MaTepUalbHBIM
HocuTelsiM GuomeTprdeckux I1/[H 1 TEXHONOTUSIM XpaHEHUs TAKKX JIAHHBIX BHE WCITIs mep.

- CBOEBPEMEHHBIM BBISBJICHAEM MOINBITOK MOCTOPOHHUX JIUI[ IIOJTyYHTh CBEACHUS O
samminaeMsIx 11J[H, 06 MCIIOIb3yeMBIX KPHITOCPENCTBAX MK KIFOYEBBIX TOKYMCHTAX K HUM;

- HEMeUISHHBIM IIPUHSATHEM Mep II0 IIPEYIPEKICHHIIO PAsTIAlICHH 3alAIIacMbIX
[Ila, a TaKKke BO3MOKHOH MX YTEUKM HpPH BBISBICHHH (aKTOB yTPaThl WM HEJOCTAYH
KPUITOCPEJCTB, KIIOYEBBIX JOKYMEHTOB K HHM, YIOCTOBEPEHMUH, IIPOIyCKOB, KIFOUCH
OT TIOMEIIEH i1, XPAHAITHII, cef(hOB (METAILTHYCCKIX MKAPOR), THYHBIX IEYATCH U T.II.

2.13  Jluua, odopmigemMsle Ha paboTy B KadeCTBE IOJB30BaTCNEH (OTBETCTBEHHBIX
IOJb30BaTeNeH), TOIDKHB OBITh O3HAKOMIEHHI ¢ HacTosmuMu TpeOoBaHMSIMH M JPYTHMH
JOKyMEHTaMH, PErTaMEHTUPYIONIIMY OPraHu3aIKio 1 o0ecredenue oesomacuaocty [1/1H npy ux
06paboTke B HMH(OPMAIMOHHBIX CHCTEMaX, IOJ PACHMCKy M HECYT OTBCTCTBEHHOCTE 34
HecOoOIIOICHHAE MU TPEOOBaHUH yKa3aHHBIX JOKYMCHTOB B COOTBETCTBHH C 3aKOHOAATENILCTBOM
Poccuiickoit deneparun.

2.14 B COOTBETCTBHE C TpeOOBAHUSIMH IOCTaHOBJEHHs IpaBHTENLCTBA Poccuiickoi
®eneparu ot 01.11.2012 Ne 1119 «O6 yTBEpXKIeHAM TpeGOBaHHI K 3allMTe MEPCOHATBHBIX
J@HHBIX TPH HX 00paloTKe B HMH(OPMAIMOHHBIX CHCTEMAaX IEPCOHATBHBIX JAHHBIX» H
YCTAQHOBJICHHBIM YPOBHEM 3alUIICHHOCTH [IJTn, ob6pabarsiBaembix B VICIIJIH HEoOxoxuMo
BBIIIOJIHEHHE CIIEIYIOMUX TPEOOBAHMIA:

— KOHTPOJIb 32 BBIIOJIHEHHEM HacTosmyX TpeGoBaHmil Oprau3yeTes U MPOBOATCA
He pexe 1 pasza B 3 roja;



- opraHusanus pexuMa obecledeHHs Oe30IaCHOCTH IIOMEIICHHH, B KOTOPBIX
pasMeneHa HHQOPMAIMOHHAs CHCTEMA, IIPENATCTBYIOIIETO BO3MOXXHOCTH HEKOHTPOIHPYEMOTo
IIPOHMKHOBEHHUS MM IPEOBIBAHMS B 3THX IIOMEIICHUAX JIMII, HE HMCIOMIUX IIpaBa JI0CTyNa B 5TH
TIOMEICHUS;

= obecrnieyenne coxpannocT Hocureneh [1/1H;

s yTBEPIKEHUE T[JIABHBIM BPadoM JOKYMEHTA, OIPEIEISIONIEro MepeyeHb JIHIL,
moctyn koTophix k I1JlH, oGpabarbiBaeMbIM B HH(GOPMAIMOHHON cucTeMe, HEOOXOMUM JUIs
BBIITOJIHEHUS MU CITY>KEOHBIX (TPYIOBBIX) OOSI3aHHOCTEH;

- HCIIONIL30BAHUE CPEJCTB 3aIUTHI HH(YOPMAIUH, IPOIMIEAIIMX [IPOLEIYPY OLECHKH
COOTBETCTBHS TpeOOBaHMAM 3aKOHOHaTeNbeTBa Poccuiickoit deneparun B 06,1acTi obecieueHust
Ge3omacHOCTH MH(OpPMAIMuU, B Ciiydae, KOrja HIPUMEHEHHE TaKMX CPENCTB HEOOXOIMMO UL
HEUTpTM3aUY aKTyaJIbHBIX YTPO3;

- Ha3HAYEHO MOJDKHOCTHOE Jyuio (pabOTHHK), OTBETCTBEHHBIM 3a obecnedyeHue
6eszomacHocTH [1/1H B mH(QOPMAIIHOHHON CUCTEME,

- HEOOXOIIMO, 9TOOBI TOCTYI K COEPIKAHUIO DIIEKTPOHHOTO JKypHAala COOOmeHnH
OBLT BO3MOXEH HCKIIOYUTEILHO JUIsS JOJDKHOCTHBIX JIAI, KOTOPBIM CBEIECHHMS, COIEPKANIAECs B
YKa3aHHOM XypHaJIe, HEOOXOMUMBI JUIs BBIIOJHEHHS CIIyXKeOHBIX (TPYIOBBIX) 00S3aHHOCTEH.

2.15 Texymmii KOHTpOJh 3a OpraHM3alEedl H obecredeHHEM (YHKIMOHUPOBAHUS
CpeZCTB 3amuThl THGOPMAIHH (B TOM YHCIIE KPHITOrpaguIecKux) BO3jIaraeTes Ha Oneparopa i
OTBETCTBEHHOTO IOJIL30BATENS B IIPEIeIaX UX CIy>KeOHBIX IOJTHOMOYMH.

2.16 KonTpois 3a opranusanyeit, obecrnedeHreM QYHKIHOHHPOBAHUs ¥ O€30I1aCHOCTA
cpencTB 3ammThl MH(OpMAnMK (B TOM YHCIE KPUITOrpaQUYECKHX), NPEeAHA3HAYCHHBIX JUIL
3amuthl 11J1H, mpu ux o6padotke B MICII/IH ocymecTBseTCs B COOTBETCTBHM C NEHCTBYIOIIMM
3aKOHOAaTeILCTBOM Poccuiickot Penepanun.

2.17 Tlpm wucnonssoanun B WVCII[JH CcepTHQUIMPOBAHHEIX IO TPeOOBAHHUSIM
Ge30macHOCTH HH(BOPMAINK CPEJICTB 3alUTH HHGOpMAaIMu I 00eCIeYeHNsT YCTaHOBICHHOTO
ypoBHs 3armumeHHocT [TJIH npuMeHsioTes:

- CpeCTBa BHIUUCIUTEIFHON TEXHUKH HE HIMKE S KIlacca;

- CHCTeMbI 0GHAPYKEHHs BTOPKEHUHN U CPEe/ICTBA aHTHBHPYCHOH 3alllUTHI HE HIKE 4
KJ1acca 3alluThl;

= cpelcTBa 3aIUTHl HH(OpMAINMM TOJDKHBI OBITH MPOBEPEHBI HA OTCYTCTBHE
HeJIOKYMEHTHPOBAHHBIX (HEJEKIIAPUPYEMBIX) BO3MOXKXHOCTCH;

= MesKCEeTEBBIE SKpaHbl He HIDKe 3 Kilacca.

3. Meponpusitas no obecnedeHnio 6esonacaoctn II/IH 0T HECAHKIMOHUPOBAHHOIO
pocryna npu ux oopadorke B UCII/Tn

B cocta Mep 1o obecreueHuto Oe3onacHocty IIJ[H, peaqn3yeMbIX B paMKax C3I1n ¢
YUETOM aKTyaIbHBIX yTpo3 GesonacHoctd I1)[H 1 MpUMEHIEMBIX HHPOPMAITOHHBIX TEXHOIOTHH,
BXOJIAT:

- uneHTH(HUKAINS U ayTeHTAGUKAIMS CyOHEKTOB IOCTYIa H 0OBEKTOB JHOCTYIIA;

- YIIpaBIIEHHE JOCTYIIOM CyOBEKTOB TOCTyIa K 00BEKTaM JIOCTyIIa;

- OrpaHUYCHUE IPOTPAMMHOM CPEJIBL;

- 3aIMATa MAIIMHHBIX HOCHTeNed MH(pOpManuu, Ha KOTOPBIX XpaHATCd W (W)
o6pabarsiBarorcs [1]1 (naee - MamuHHbIe Hocurenn [1]1n);

- peructparysi COOBITHH 0€30I1aCHOCTH;



- AHTHBUPYCHAs 3aIlNTa;

- obHapyKeHue (IpeIOTBpalIeHNe) BTOPKEHHH;

- KOHTPOJIb (aHaM3) 3amumeHHocTy 11/1x;

- obecredeHne NETOCTHOCTH HHPOPMAMOHHOH cucTeMbl v I111n;

— obecnevenune pocrynHocty [1/1H;

- 3alUTa TEXHHYECKUX CPEJICTB;

- 3amura WHOOPMAIMOHHONW CHCTEMBI, €€ CPEICTB, CHCTEM CBA3H M IIEpeNaiu
JIAHHBIX;

- BBISIBIICHUE HHITUIEHTOB (OHOIO COOBITHS MITH IPYIIIIBI COOBITHI), KOTOPBIE MOTYT
TIPUBECTH K cOOSM MM HApYLUICHHIO QYHKIHOHUPOBaHUs HH(POPMALUOHHON CHCTEMBI U (nm) x
BO3HHKHOBEHHIO yrpo3 GesomacHocty I1]IH (anee - MHIMIEHThI), ¥ pearupoBaHUe Ha HUX;

- yIpaBieHue KoHurypanuein HHGOPMAIMOHHON CHUCTEMBI M CHUCTEMBI 3aIlUThI

T11H.
B raGnuie | IpuBeaEHO comepKaHue TPeGYeMBIX Mep IO 00€CICUeHHIO 6e30MacHOCTH
I 1n:
Ta6mumna 1. Conepsxanne TpebyeMbix Mep 1o obecredenuto Gezonacuoctu [1/1H
VYcnosHoe
obo3HaUeHHE
H HOMEp Coneprkanue Mep 1o obecriedenuio 6esonacuocty [1/10
Mepbl

A 1 WUneHtnduKaius ¥ ayTeHTUQUKALMs N0JIb30BaTeNeH, ABIAIOMMUXCS PabOTHUKAMM
oriepaTopa

HA®D2 UnenTudukaums W ayTeHTH(QUKALMA YCTPOHCTB, B TOM YHC/IE CTalMOHAPHBIX,

) MOOMJIBHBIX M MOPTATHBHBIX

VAD3 VrpapjieHue uAeHTHYHUKATOPAMH, B TOM 9KCIIE CO3/aHHE, IPUCBOCHHE, YHUUTOXKCHHE
HICHTH(PHUKATOPOB
VrpaBieHde CpeACTBAMH ayTeHTH(MKalud, B TOM HUHCIE XpaHEHWe, Bbljla4a,

HAD® .4 WHWLMAAINA3AIM, 6JI0KAPOBAHKE CPE/ICTB ayTeHTU(UKALIMA 1 TIPUHATHE MEp B CIly4ae
yTpathl ¥ (M1) KOMIPOMETALUH CPEJICTB Ay TeHTU(UKAIIH

HAD.5 3aupTa 0OGPATHOM CBA3M TPH BBOJIC ayTeHTU(UKAIMOHHON NHpOpMaIK

UAD.6 VineHTH(UKALIA 1 ayTEeHTHHKALMS TI0Jb30BATENCH, He SBIAIOIMXCS PAOOTHHKAMH
onepatopa (BHEIIHHX M0JIb30BaTEIEH)

VIULI Vrpagsnenne (3aBe):[eHHev, aKkTHBANUsA, OJIOKUPOBAHUE U yHI/ILI’EO)KeH]Ae) YYETHBIMU
3aMUCSIMH TOJIB30BATENICH, B TOM YHCIIe BHELIHUX TI0JIb30BaTEICH
Peanu3alis HEOOXOAMMBIX METOAOB (JMCKPELMOHHBIN, MaHJATHBIA, POJICBOM MM

VIIA.2 MHOM MeTO[), THIIOB (YTEHWE, 3allKCh, BBITNOJIHEHME WM HHOH THIT) W TPaBUIl
pasrpaHUYeHHs JOCTyNa
VYpasnenue (¢unpTpanus, MapILpyTH3aLus, KOHTPOJIb COCIMHEHUH,
ONHOHAIPABJICHHAs Mepefiada M HHbIe CIOCOOBI YNpaBieHus) MHpOPMAIMOHHBIMA

VI3 TOTOKAMH MEXIY YCTPOHCTBAMH, cerMeHTaMU HH(MOPMALMOHHOM CUCTEMBI, a Taloke
MeK1y MH(POPMALIIOHHBIMM CHCTCMaMU

VIIL4 Pasjieniedre TOJHOMOYHMHA (posiei) mMonb3oBaTeNed, aaMMHUCTPATOpOB W JIMIL,

A obecreurBaroIuX hYHKIMOHHPOBAHHE HH(OPMALIMOHHOH CHCTEMBL

HazHaueHHe MHWHMMAIBHO HEOOXOJMMBIX [PaB M HPHMBUIETHH HOJB30BATENAM,

VIIA.S aJIMHHUCTPATOPaM U JIULAM, 06ecTieYnBarOIUM (bYHKLMOHUPOBAHHUE
uHGOPMALIHOHHOHN CHCTEMBI

VIUL6 OrpaHudeHue HEYCTIELIHBIX MOMBITOK BXO/IA B MH(OPMAIMOHHYIO CHUCTeMY (I10CTyNa
K MHGOPMALIOHHON CHCTEME)




YcioBHOE

o6o3HaYeHNe
 HoMep Copeprkanue Mep o obecniederuto 6esonacHoctr [1/TH
MepEI

VIL10 Brnoxuposanue ceaHca 10cTyna B HH(OPMALMOHHYIO CUCTEMY I10CJIE YCTAHOBJIECHHOT'O
BpeMeHH Oe3aedcTBus (HeaKTUBHOCTH) NOJIb30BATENs /M II0 €r0 3ampocy

VIUL11 Paspeenue (3anpeT) AeHCTBUI MONB30BaTE e, pa3peIeHHbIX 10 WICHTHPUKAIMY 1
ayTeHTH(UKALMU

VIILI3 Peanuzanys 3alIMINEHHOTO YAAICHHOTO AOCTYIa CYOBEKTOB IOCTyNa K OOBEKTaM
JIOCTYIa Yyepe3 BHEIIHNE NHPOPMALMOHHO-TEICKOMMYHHKALIMOHHbIE CETH

VIUL14 PernamenTans ¥ KOHTPOJb HCIOJNB30BaHUA B HHGOOPMAILMOHHOH CHCTEME
TEXHOJIOTHI OeCclIPOBOAHOrO AOCTYyNa

VIULIS PernameHTanusd ¥ KOHTPOJIb HCIOJB30BaHUA B HHOOPMALMOHHOW  CHCTEME
MOGHJIBHBIX TEXHUYECKUX CPEJCTB

VIL16 YHpaBJ'ICHI/Iev B3aMMOJIEMCTBHEM C WH(MOPMALIMOHHBIMH CHCTEMaMH CTOPOHHHUX
opranusauuii (BHeHne UHGOPMaIMOHHBIE CHCTEMBI)

YIA.17 OGecrieueHne 1OBEPEHHOM 3arpy3KH CPEACTB BEIMMCIMTEILHON TEXHUKH
VipapineHue — yCTAHOBKOM  (MHCTAUIALMEH)  KOMIIOHEHTOB — NPOrPaMMHOIO

OIIC.2 o6ecnetjeHm1, B TOM HYHCIE OMPE/ICNICHHEe KOMIIOHEHTOB, MOUIEKAILMX yCTAHOBKCS,
HACTpOWKA TMAapamMeTpoB YCTAHOBKM KOMIIOHEHTOB, KOHTPOJb 34 YCTaHOBKOH
KOMIIOHEHTOB IIPOrPaMMHOr0 obecreueHus

3HU.1 VYyer matmgHAEBIX Hocutenei [1/1H

3HU.2 VipasyieHue I0CTYIIOM K MalIMHHBIM HocHuTesaM [1/1H
VuuutoxxeHue (crupanue) wid obesnuumpanye I1J[H Ha MalIMHHBIX HOCHTENAX MPH

3HU.8 UX Tiepeade MexIy MOJIb30BaTENAMH, B CTOPOHHWE OPraHM3alliy Uil PEMOHTa MIIU
YTUIM3AIMH, & TAKKE KOHTPOJIb YHHUYTOXKEHHS (CTUPaHMs) WM 00e3 IMYMBaHus

PCE.1 Onpepnenenue coObITHHA Ge30MACHOCTH, MOMNIEXAMINUX PETUCTPALUH, U CPOKOB HX
XpaHEeHHs

PCE2 Onpenenenre coCTaBa M COAEpXKaHMs HHOPMAIMU O COOBITHAX Oe30MaCHOCTH,
MOJUIEXKAIINX PETUCTpaLMU

PCE.3 C6op, 3amich W XpaHeHHe HH(POpMAIMM O COOBITUAX O€30MacHOCTH B TEUCHHE
YCTAHOBJICHHOTO BPEMEHU XpaHEHHS

PCE.5 MoHHUTOPHHT (IPOCMOTP, AHAJIM3) PE3YJIBTATOB PErMCTPAIU cOOBITUI Ge30NacHOCTH
Y pearupoBaHMe Ha HUX

PCB.7 3ammra uHGOPMAIHH 0 COOBITHAX 6€301TaCHOCTU

AB3.1 Peanun3aliis aHTUBUPYCHOM 3alIMTEI

AB32 OG6HOBNIeHHE 0a3bl JaHHBIX MPH3HAKOB BPEAOHOCHBIX KOMIIBIOTePHBIX MPOrpamm

(BUpycoB)

VII. O6uapyxenue Bropxenuii (COB)

COB.1 OGHapy)KeHHe BTOP2KEHUH
COB.2 O6HoBjIeHHE 0a3bl pelIaroIlKX IIPaBHII
3.1 BhisiBJICHHE, aHAIM3 YA3BUMOCTEH WH(OPMAIMOHHOW CHUCTeMBl M OINEPaTUBHOE
AL, YCTPAHEHHUE BHOBb BBISIBIIEHHBIX YSI3BMMOCTCH
) KOHTpONb ~ yCTAHOBKM OGHOBJIHHH TPOTPaMMHOrO — 00ECIeYeHHs, BKIOYas
ALKk OGHOBJICHHE POrPAMMHOTO 0GECIIEYeHHUs CPEICTB 3alUThl MHPOpMALUK
KoHTposib  pabOTOCIIOCOOHOCTH, — MapamMeTpoB  HACTPOMKM M NPaBMIbHOCTH
HESS (YHKIMOHMPOBAHUS POIPAMMHOTO 00eCIeYeH s 1 CPE/ICTB 3allUThl HHOpMAIUH
KOHTpOJIb COCTaBa TEXHWYCCKMX CPEJACTB, MPOrPAMMHOIO 0GECIeYCHHUA U CPE/CTB
AH3.4 3alUTE HHOPMALUH
KOHTpONb TIpaBW/I TEHEpald M CMEHBl Tapolied MOJB30BATCNICH, 3aBEICHUA H
AH3.5 yhaNeHHsl YYETHBIX 3alucell IOJIb30BATENeH, pealnusallii NpaBuil PasrpaHUHCHUs
JI0CTYTa, TIOJIHOMOYHHA TI0/Ib30BaTeN el B MH()OPMALIMOHHOM cHCTEME
OIL1 KOHTpOJIb IIEJIOCTHOCTH TIPOTrPaMMHOr0 00ecreveHus, BKIIOYas IPOrpaMMHOE
] obecrieueHre CPEeICTB 3alUThl HHPOpPMaLHU
OLL4 OG6Hapy)XeHHe M peardpoBaHHe Ha MOCTYILICHHE B MH(OPMALMOHHYIO CHCTEMY

HE3aNpalMBAEMbIX JIEKTPOHHBIX _COOOIICHHH (TMCeM, JOKYMEHTOB) W HHOM




YcaoBHOE
o6o3HaueHUE
¥ HOMEp
MephbI

Conepsxanue Mep 110 obecneuenuo 6esomacnoctu [T/In

UH(OPMALMH, HE OTHOCSIMUXCS K QYHKIMOHMPOBAHMIO MHPOPMALMOHHOW CHCTEMBI
(3ammTa OT criama)

OJIT 4

I[Nepuonnueckoe pesepBHOe kKomuposanue I1J[H Ha pesepBHbIC MallIVHHBIC HOCHTEIN
[1u

ONT.5

Ob6ecriedeHde BO3MOXKHOCTH BOCCTaHOBJIeHHMs [IJIH ¢ pesepBHBIX MAaIIMHHBIX
Hocuteniedl I1JIH (pesepBHBIX KONHWI) B Te4eHHE YCTAHOBJICHHOrO BpPEMEHHOIO
WHTepBajia

3TC.3

Konutpons © yrpapieHue (QU3HYECKMM JOCTYNOM K TEXHHYECKAM CPEeICTBaM,
cpezcTBaM 3amMTHl MH(OPMALMK, CpencTBaM obecrieveHns (QYHKUMOHHPOBAHMA, a
TaxoKke B IOMEILEHHS U COOPYXKEHHs, B KOTOPBIX OHH YCTaHOBJIEHBI, HCKIIIOYAIOIINe
HEeCAHKIMOHUPOBAHHBIN (DHU3MUECKHii JOCTYII K cpecTBaM 06paboTky uHbopMaLKHy,
cpesicTBaM 3alIMTHl MH(OPMALMK M CPeJCTBaM obecrieueHust (yHKIMOHUPOBAHUS
UHQOPMALMOHHON CHCTEMBI, B IOMENIEHHA M COOPYXXEHHSA, B KOTOPBIX OHH
YCTaHOBJIEHBI

3TC4

PasMerenne ycTpoHcTB BBIBOA (0TOOpaxkeHHs) MH(OpMAalMM, HUCKIIOYaloliee ee
HECaHKIIMOHHPOBAHHBIH IPOCMOTP

3UC.3

O6ecneuenne 3amuThbl [1J[H OT packpbiTHs, MOAMGUKALMH W HaBA3BIBAHMA (BBOIA
JIOXKHOH HHpOPMALMK) TIPH ee Tepegaye (OAroToBKe K Iepejaye) 10 KaHajuiaM CBA3H,
MMEIOLMM BBIXOJI 32 MPeIeNibl KOHTPOJIMPYSMO 30HBI, B TOM 4HCIIe OECPOBOIHBIM
KaHaJIaM CBSI3U

3UC.11

O6ecredenne MOIIMHHOCTH CETEBBIX COENUHEHMI (CEaHCOB B3aMMOJIEHCTBHA), B TOM
yyCIe JUTS 3aIUTHI OT ITOJMEHBI CETEBhIX YCTPOHCTB M CEPBUCOB

3UC.15

3aiuTa apXUBHBIX (AiIOB, MAPAMETPOB HACTPOMKHM CPE/ICTB 3aIUMTbl HHPOPMALIMH 1
NPOrpaMMHOr0 OOeCIIedeHHs M HMHBIX [aHHBIX, HE MOIeKAIIMX W3MECHEHHIO B
nponecce 0b6pabotku IT/IH

3UC.17

PasGuenne MH(OPMAIMOHHONW CHCTEMbl ~Ha  CEMEHTBl  (CErMEHTHPOBAHHE
MHGOPMALIMOHHOM CHUCTEMBI) M OOECHeYeHHe 3AlUUTEl NEPUMETPOB CETMEHTOB
UH(GOPMALOHHOM CHCTEMBI

3UC.20

3amura 6ecIPOBOIHBIX COEMHEHHI, TPUMEHAEMBIX B MHPOPMALMOHHOH CHCTEME

WHIL1

OHpeI[CJ'ICHI/IC JIML, OTBETCTBEHHBIX 34 BBIABJICHUE WHIUICHTOB H pearupoBaHHuC Ha
HHUX

VHIL2

O6Hapy>keHre, HACHTU(HKAIMS U PETMCTPALs HHII/ICHTOB

HWHIL3

CBoeBpeMeHHOe HHGOPMUPOBAHHUE JIMLI, OTBETCTBCHHBIX 33 BBIABJICHME HHUM/ICHTOB
¥l pearnpoBaHue Ha HUX, O BOSHAKHOBCHMH HHIMICHTOB B MHPOPMALMOHHOH cucTeMe
T0JIb30BATEIIMU U 8IMMHUCTPATOPAMK

WHIL4

AHajiMi3 HHUMICHTOB, B TOM YHCJIC OIPEAC/ICHUC HUCTOYHHKOB H©W NPHUYNH
BO3HUKHOBEHHS MHIIUJECHTOB, a TAKXKE OLICHKA UX [OCJIeACTBUM

WHLLS

IIpuHsTHE MEp [0 YCTPAHEHHIO TIOCIISICTBUM HHIMICHTOB

VHII.6

rIJ'IaHI/IpOBaHI/Ie U IIpUHATAE MCP IO IpeaoTBPALICHUIO TMOBTOPHOIO BO3HWKHOBCHHA
HWHUUIOCHTOB

YK®.1

OnpeiesieHre JIAL, KOTOPBIM pa3spelleHsl ACHCTBUA MO BHECCHHIO HU3MEHEHNH B
KOH(UTYpaIMIo HHGOPMALMOHHON CHCTEMBI M cHcTeMbl 3amuTe! [11H

YK®.2

VrpaBieHie U3MEHCHHUAMH KOH(MHIYpaLuu UH(POPMALMOHHON CUCTEMBI U CUCTEMBI
sanutel [1/1H

YK®.3

AHaIN3 MOTEHIMATBHOTO BO3CHCTBHS TUIAHUPYEMBIX H3MEHEHHH B KOHUIypalu
MH(OPMAIIMOHHOM CHCTeMbI M cucTeMbI 3autuTel [1/1H Ha obecrieueHne 3alUTbl I11x
H COINIAcOBAaHHE W3MEeHeHHH B KOHpMrypanud HHPOPMALMOHHONW CHCTEMBI C
JOJKHOCTHBIM JTMLIOM (PaGOTHHKOM), OTBETCTBEHHBIM 32 00ecreueHue Oe30macHoCTH
[11n

VKO 4

JlokyMeHTHpOoBaHHe HHGOPMALMHM (JaHHBIX) 00 H3MCHCHMAX B KoHUrypauuu
MH(OPMAIIMOHHON CHCTEMBI M CUCTeMBI 3auiThl [1/1H




4. Iopsgok o6pameHust ¢ KPHOTOCPEACTBAMH H KPHOTOK/II09aMH K HAM. Meponpusaras
IpPH KOMIPOMETAIHH KPHITOK/IIOYEH

4.1 [Monp30BaTeM KPUITOCPEICTB 00S3aHbI:

- HE pasriamaTth HHQOPMAaILHKIO O KIIOYEBBIX JOKYMEHTAX;

- HE JIOMyCKaTh CHATHE KONUH ¢ KIIOYEBBIX JIOKYMEHTOB;

- He JIOITyCKaTh BBIBOJI KJIFOUEBBIX JOKYMEHTOB Ha JHUCIIIel (MOHUTOD) MK IPUHTED;

- He JOIIyCKAaTh 3aliCH Ha KIFOYeBO HOCHTENh IOCTOPOHHEH HHpOpMalny;

- He JIONYCKaTh YCTAHOBKH KIIIOYEBEIX JOKYMEHTOB B IPYrMe aBTOMATH3UPOBAHHbIC
paboune MecTa.

4.2 [Ipu HEOOXOMUMOCTH IEpeNadi 10 TEXHUIECKHM CPEICTBAaM CBSI3U CIYKEOHBIX
COOOIIEHHHI ~ OrPaHMYEHHOrO0  JIOCTYId, KAaCalOIIMXCS  OpPraHM3alMu M OobecredeHus
(YHKIMOHMPOBAHMS KPHIITOCPEACTB, YKa3aHHBIE COOOIIEHUs HEOOXOAMMO NepeiaBaTh TOIBKO C
HCIIONIb30BaHUeM KpHnTocpencTs. [lepeaada 10 TEXHHYECKHM CPEICTBAM CBSI3H KPHIITOKIIOUCH
He JIOIYCKAETCs, 38 HCKIIFOUCHUEM CIIEIMAbHO OPraHU30BAHHBIX CHCTEM C ICIIEHTPATN30BAHHBIM
cHa0XXEHHEM KPUITOKIIIOYaMH.

43  Kpumrocpencrtsa, HCIOJB3yeMble Mt obecnedenus OesonmacHoctd I1/ln npu ux
06paboTKe B MHGOPMAIMOHHBIX CHCTEMAX, IIOJUIEKAT YUCTy C UCIONB30BAHUEM MHIEKCOB WIIH
YCJIOBHBIX HAaMEHOBaHMI M PErHCTPAIlMOHHBIX HOMEPOB.

4.4  IlepeyeHb MHIEKCOB, YCIOBHBIX HAMMEHOBAHMA M PETUCTPALMOHHBIX HOMEPOB
KpUITOocpecTB onpenensercs DenepanbHoii cyx6oi GezonacHoctr Poccuiickon Odeneparii.

4.5 Hcoomp3yeMble HWIH XPaHHMBIE KPUIITOCPEICTBA, OKCIUIyaTallMOHHAd M
TeXHHYECKas JOKYMEHTAIMS K HIM, KITIOYEBBIE JOKYMCHTBHI IIO/UISKAT IO3K3EMILIAPHOMY yICTY.
Ilpr 5TOM IpOrpaMMHBIE KPHUIITOCPENCTBA JIOJDKHBI YYUTBHIBATHCA COBMECTHO C arliapaTHRIMH
CPEICTBAMH, C KOTOPBIMH OCYIIECTBIIETCS MX ITaTHOE QyRKIMOHMpoBanue. Bciu anmnaparkbie
VI aIlapaTHO-TIPOTPAMMHBIE KPHUIITOCPEJCTBA IOMKIIIOUAIOTCS K CHCTCMHOM IIMHE WIA K
OMHOMY M3 BHYTpeHHHX HHTep(hEeHCOB anmapaTHBIX CPEACTB, TO TaKHE KPUITOCPEACTBA
VYHUTHIBAIOTCS TAKKe COBMECTHO ¢ COOTBETCTBYIOIIMMY aIlIapaTHBIMK CPE/ICTBAMM.

4.6  EnuHUIEH I0K3eMILIAPHOTO yueTa KIFOUEBbIX JOKYMEHTOB CUMTACTCS KIIOYCBOM
HOCHTEIIh MHOTOKPAaTHOTO HCIOJIB30BAHMs, KIIOYEBOH OIOKHOT. Ecin OfMH U TOT XK€ KIF0YeBOH
HOCHTE)Ib MHOTOKPATHO MCIIONB3YIOT UL 3alMCH KPUNTOKIIOUEH, TO ero KaX/IBIH pa3 CIeHyeT
PETHCTPUPOBATh OTAEIIBHO.

4.7 Bce monydeHHBIE  3K3EMIUIAPHI  KPUNTOCPEIACTB, DKCINTYaTallMOHHOH ¥
TEXHUYECKOH [OKYMCHTAIHMH K HAM, KIIOYEBBIX JOKYMEHTOB JOJDKHEL OBITH BBINAHBI TIOJ
pacmucKy B COOTBETCIBYIONIEM JKypHale IIOSK3EMIUIIPHOTO — yd4eTa  IOJIE30BATEIIM
KPHIITOCPEJICTB, HECYIIIM IEPCOHANIBHYIO OTBETCTBEHHOCTD 33 UX COXPAHHOCTD.

4.8  Eciau SKCINTyaTallHOHHON M TEXHHYECKOM JOKyMEHTalued K KPHITOCPE/ICTBaM
IPelycCMOTPEHO NPUMEHEHHE PA30BBIX KIOYEBBIX HOCHTENCH WM KPUITOKIIOWH BBOIAT H
XpaHsAT (Ha BECh CPOK MX JEHCTBHS) HENOCPEACTBEHHO B KPUITOCPE/CTBAX, TO TaKoi pa3oBBIA
K/IIOUEBOM HOCHUTEIb WIIM OJIEKTPOHHAs 3alUCh COOTBETCTBYIOILETO KPHIITOKIIOYA NOJKHEI
PETECTPUpPOBAThC B TEXHHYECKOM (almaparHoM) JKypHaje, BEJyMIEMCs HEMOCPEICTBEHHO
TIOJIb30BaTeNeM KpPHITOCPEACTB. B TexHHYeCKOM (alllapaTHOM) XypHAe OTPaXAIoT TaKke
JNaHHBIE 00 OSKCIUTyaTallid KPHUITOCPEJICTB W JPYTHE CBEACHMA, IPEIyCMOTPCHHBIC
SKCIUTyaTallMOHHOM M TEXHMYECKOM JOKyMeHTauued. B MHBIX Clydadx TEXHUIECKUI



(armapaTHBIH) XKypHAT Ha KPHUITOCPEACTBA HE 3aBOJUTCA (SCIM HET MPSMBIX YKasaHHH O €ro
BEJEHHH B SKCIUTyaTAlMOHHOM MM TEXHAYECKOM JOKYMCHTAIMH K KPUIITOCPEICTBAM).

49  Tlepemaya KpHIITOCPE/CTB, KCILTyaTAlHOHHOM M TEXHWYECKOMW JOKYMEHTAINH K
HHM, KJIIOYEBBIX JOKYMEHTOB JOIYCKACTCS TOJBKO MEXKIY IIOJIL30BATEIIAME KPUIITOCPEICTB |
(WIM) OTBETCTBEHHBIM TIOJIH30BATENIEM KPUITOCPEACTB IIOJ PACHHUCKY B COOTBETCTBYIOIIUX
KypHaIaX MMOK3EMIUIIPHOro ydeTa. Takas mepelada MeXIy IOJIb30BATEIIAMH KPUIITOCPE/ICTB
JIOJDKHA OBITH CAaHKIIMOHHPOBAaHA OTBETCTBEHHBIM II0JIH30BATENIEM KPUIITOCPEICTB.

4.10 Tlonp3oBaTend KPUOTOCPEACTB XPaHAT HHCTAUIMPYIOIIUE KPHUITOCPEICTBA
HOCHTENH, SKCIUIYaTAIIMOHHYIO U TEXHUYECKYIO JOKYMEHTALUIO K KPUIITOCPEICTBAM, KIIFOYCBhIC
JOKYMEHTHI B miKadax (sIuKax, XpaHWIHAMAX) HHIMBHIYAIBHOIO IIOJL30BAHUS B YCIIOBUSX,
HCKITIOYAIONIMX OECKOHTPOJILHBIN JOCTYII K HUM, a TaKXKe UX HEeIPeHAMEPEHHOE YHUYTOXKCHHE.

4.11 TTonp30BaTeqn KPHIITOCPEICTB IPEyCMaTPHBAIOT TAKKE Pa3/ielIbHOE 6€30I1acHOE
XpaHeHHe JIEHCTBYIOIIMX ¥ PE3EPBHBIX KIIOUEBBIX JOKYMEHTOB, IIPEJHA3HAYCHHBIX JULI
IPUMEHEHHUS B CITydae KOMIIPOMETAINH JEHCTBYIOIIMX KIFOUECBBIX JOKYMECHTOB.

4.12 AnmaparHble — CpeiCTBAa, C  KOTOPBIMH  OCYIICCTBISETCS — INTaTHOC
(GyHKIMOHUpPOBAHKE KPHUITOCPEJCTB, a TAKKe AallapaTHBle W allapaTHO-IPOrpaMMHbIE
KPUIITOCPECTBA TOJDKHBI OBITH O0OPYIOBAaHBI CPEACTBAMU KOHTPOJII 33 KX BCKPBITHEM
(omedaraHbl, OIIOMOMpOBaHbI). MecTo OIedaThIBaHKS (OIUIOMOMpOBAHUS) KPUITOCPEHICTB,
ANNapaTHIX CPEICTB JOIDKHO OBITh TAKMM, YTOOBI €10 MOXKHO OBLIIO BU3yalTbHO KOHTPOJIMPOBATH.
IIpy HATMYAM TEXHUYECKON BO3MOXXHOCTH HA BPEMs OTCYTCTBHS [I0JIb30BATENICH KPHITOCPE/ICTB
yKa3aHHBIE CPEJCTBA HEOOXOIMMO OTKJIIOYATh OT JIMHMM CBS3U WM yOMparh B ONEYATHIBACMbIC
XPpaHWIAIIA.

4.13  Kpumrocpe/ICTBa M KIFOYEBbIE JOKYMEHTHI MOTYT JIOCTABIATECS (DelIbABErepeKoi
(B TOM YHCIC BEJOMCTBEHHOH) CBA3BIO HIHM CO CICHHATbHO BBIICICHHBIMU OIEPATOPOM
OTBETCTBEHHBIMH IIOJIH30BATEISAMHA KPHUITOCPEJCTB M COTPYJHHKAMH IIPH COOJIFOACHUH Mep,
HCKITIOYAIONIAX OECKOHTPOJBHBIA JOCTYIl K KPHIOTOCPEACTBAM H KIIOYEBBIM JOKYMEHTaM BO
BpeMsI IOCTaBKH.

4.14 DKCIUTyaTallHOHHYI0 H TEXHHYECKYIO JOKYMEHTAlWIO K KpHUITOCPEACTBAM
JIOIYCKAETCs [IEPECHUIATh 3aKa3HBIMH MM IEHHBIMU [IOYTOBBIMHU OTIIPABJICHUSIMU.

4.15 VYHAYTOXCHHE KPUITOKIIOUEH (MCXOMHON KIOYeBOH HMH(POPMALMH) MOXKET
IIPOM3BOJUTECS MyTeM (GU3NIECKOTO YHHYTOXKEHHUs KIIOYEBOTO HOCHTEIA, Ha KOTOPOM OHM
PACIIONOKEHBI, MM IlyTeM CTHPaHHsA (PaspymIeHHs) KPUITOKIIOUCH (MCXOMHON KIIOUEBOM
uHbopManyK) Ge3 MOBPEXICHAS KIIOYCBOTO HOCHTENS (AN 0OECIICUCHHs BO3MOKHOCTH €ro
MHOTOKPATHOTO HCIIOJIb30BaHHA).

4.16 KpunTokioud (MCXOAHYIO KIHOYEBYIO HH(GOPMALMIO) CTHPAOT IO TEXHOJIOIUN,
IIPUHATOH JUIl COOTBETCTBYIONIMX KIIOUEBBIX HOCHTENICH MHOTOKPaTHOTO HCIIONB30BAHMA
(macker, xommakt-nuckoB (CD-ROM), Data Key, Smart Card, Touch Memory u T.IL).
HemocpencTBEeHHbIE ~[ICHCTBAS 110 CTHPAHMIO  KPHITOKIIOYCH (MCXOMHOM  KIIOYEBOH
nadopMaruK), a TaKKe BO3MOXHBIC OrPAaHMHYCHHMA HA JanpHelnee I[IPUMEHEHUE
COOTBETCTBYIOIMX KIIOUEBBIX HOCHTENEH MHOTOKPATHOIO HCIIOJIB30BAHUS PErIIAMCHTHPYIOTCA
SKCIITYaTalMOHHOM M TEXHHYECKOH JOKyMEHTAMeH K COOTBETCTBYIOIUM KPHITOCPEIACTBAM, a
TaKyKe yKa3saHWSIMHU OPTaHU3aIIAH, IIPOX3BOIUBIIEH 3aITHCh KPANTOKIIOYEH (MCXOHOU KITFO4YEBOT
HHPOPMAIIHN).

4.17 KiroueBble HOCHTEIM YHHUTOXKAIOT IIyT€M HAHECEHHWs WM HEYCTPaHUMOIO
(U3MYECKOTO TIOBPEXKACHHSA, HCKIIFOYAIONIETO BO3MOXHOCTh HX HCIOIB30BAaHHA, a TakKe
BOCCTAQHOBJICHHS KIroueBod mH(opmarmu. HemocpelcTBeHHBIE JCHCTBHs 10 YHHYTOXKEHHIO



KOHKPETHOT'O THIIA KIFOYEBOr0 HOCHTEIIS PErJIaMEHTHPYIOTCS SKCILTYaTallMOHHOM U TEXHHIECKOH
JOKYMEHTAIMEe K COOTBETCTBYIOIIUM KpPHIITOCPENCTBAM, & TAKOKe yKa3aHHSIMH OpraHM3alldH,
IPOM3BOMBIIEH 3aIIMCh KPUIITOKITIOYEH (MCXOMHOH KIII09eBOH HH(OpMAIHn).

4,18 DBymaxHple M TIpOYHE CropaeMble KIIOYEBBIC  HOCHTENHM, a  TaKKe
SKCIUIyaTalMOHHASA M TEeXHHYeCKas MOKyMEHTALUS K KPHUIITOCPEICTBAM YHHYTOXACTCS IIyTEM
COKUTAHUS WIK C TIOMOIIBIO JFOOBIX OyMaropesaTelIbHbIX MaIllKH.

4.19 TIlpuromnsle Ui JalbHEHINEr0 HCIOJIBL3OBAHHSA Y3JIBI W JIETAIM allllapaTHBIX
CpeJICTB OOLIero HasHayeHWs, He NpeAHa3HAYEHHbIE CIEIHAIBHO Ul allapaTHOH pean3aluy
KpUNTOrpaQu9IecKHX AITOPHTMOB WM HHBIX (DYyHKIMH KPHITOCPEICTB, @ TAKXe COBMECTHO
paboTarolree ¢ KPUITOCPEACTBaMU 000pyI0BaHUE (MOHUTOPBL, IPUHTEPHI, CKAHEPHI, KIIaBUATypa
H T.I1.), Pa3pelIacTcs HCIOJb30BATh [OCIe YHHYTOXEHHS KPUIITOCPEICTB 6e3 orpanudenuid. [Ipu
5ToM HH(OpMAaIMs, KOTOpas MOXET OCTaBaThCs B YCTPOHMCTBAX MaMATH OOOpYIOBaHHUS
(HampHuMep, B IPHHTEpax, CKaHepax), J0JDKHA OBITh HAJEXKHO yaaleHa (CTePTa).

420 KmoueBble IOKYMEHTHI JOJDKHBI OBITH YHMYTOXKEHBI B CPOKH, yKa3aHHBIC B
SKCIUIyaTalHOHHOW M TEXHUYECKOH JOKyMEHTAMH K COOTBETCTBYIOUIMM KPHIITOCPEICTBAM.
Eciu cpoK yHHYTOXKEHHUS 3KCILTyaTal[MOHHOM U TEXHUIECKON JIOKyMEHTAlIe! He yCTaHOBICH, TO
KJIOYEBBIE JIOKYMEHTHI JOJKHBI OBITh YHHUTOXKEHBI He 1o3aHee 10 cyTok mocie BEIBOJA HX H3
neicTBrs (OKOHYAHMS CpoKa jiedcTBrs). PaKT yHHUTOKEHHS OQOPMILIETCS. B COOTBETCTBYIOIIMX
KypHaax MOdK3eMILIAPHOTO ydera. B 5TH 5Ke CPOKH C OTMETKOH B TEXHMYECKOM (alnapaTHOM)
)KypHaJe MOIEKAT YHUYTOXKEHHIO Da3OBBIE KIIOYEBBIC HOCHUTCIM M paHEE BBEICHHAs H
XpaHAmadcs B KPUNTOCPEACTBAX WM WHBIX JIOTIONHUTCIBHBIX YCTPOMCTBAX KIHOYCBas
uH(OpMaIsl, COOTBETCTBYIONAS BBIBEJIECHHBIM M3 JCHCTBHs KPHITOKIIOYAM; XPaHAIIUECS B
KpUNTOrpadHMYeCKH 3allMIICHHOM BHIE JaHHBIC CleJyeT Nepemu(pposarh Ha HOBBIX
KPHUIITOKJIIOYAX.

421 Pa3soBble KIIOUeBble HOCHTENM, a TaKoKe OJICKTPOHHBIE 3allCH KIIFOYEBOM
MH(OPMALMH, COOTBETCTBYIOMIEH BEIBEJICHHBIM U3 JICHCTBUS KPUIITOKIIIOYAM, HEIOCPEACTBCHHO
B KPUIITOCPECTBAX MIIM MHEIX JOMOMHUTENBHBIX YCTPOUCTBAX YHHYTOKAIOTCA MOJIb30BATEISIMU
3THX KPHITOCPEICTB CAMOCTOSITENBHO 110/l PACIIHCKY B TEXHMYECKOM (arnapaTHoOM) XKypHalle.

422 KmoueBble JOKYMEHTBl YHHYTOXKAFOTCS JIMOO IIOJIb30BATEIIMU KPHITOCPE/ICTB,
a00 OTBETCTBEHHBIM IIOJIL30BATENIEM KPHIITOCPEACTB IIOJ PACIUCKYy B COOTBETCTBYIOIIUX
XyPHAITaX TI03K3eMIUISIPHOTO y4eTa, a YHHITOKEHHE GONBIIOro 00beMa KIOYeBbIX TOKYMEHTOB
MoXeT ObITh odopmieHO akToM. IIpy 5TOM MMONB30BATEISIM KPHUITOCPENCTB PaspelIacTes
VHIYTOXATh TOJBKO WCIOJB30BAHHBIC HETOCDENCTBEHHO UMM (IIpeIHA3HAYEHHbIE ML HUX)
KpUNTOKIoYH. [10CITIe YHHUTOXKEHHUS OJIB30BATEIH KPHITOCPE/ICTE JIOJDKHEL YBEIOMUTH 00 aTOM
(TenedoHOrpaMMOi, YCTHBIM COOOIIEHHEM 110 Tene(OHy U T.II.) OTBETCTBEHHOIO MOJIH30BATEII
KPMIITOCPECTB UL CIIUCAHHS YHHYTOKEHHBIX JJOKYMEHTOB C HX JIULCBBIX CICTOB.

423 VYHUUYTOXXEHHE IO aKTy IPOU3BOJUT KOMUCCHUS B COCTaBE HE MEHEE JBYX YCIIOBCK
W3 4WEcia JIAI, IOUYIIEHHBIX K IMOJB30BAaHHIO KPHITOCPEACTB. B akre yKasbIBacTCs, HTO
YHHUTOXKAETCS. ¥ B KaKOM KOIMYECTBE. B KOHIIE aKTa JeIacTcsa WTOroBas 3alich (madpamu u
IPONMCHI0) O KONMYECTBE HAMMCHOBAHMH ¥ OK3EMIULAPOB YHHYTOXKACMBIX —KIIFOHYCBBIX
JOKYMEHTOB, HHCTA/UIMPYIONIMX KPALITOCPECTBA HOCHTENEH, SKCILTyaTallMOHHOH 1 TEXHUYECKOR
JOKyMeHTaruu. VcipasIieHus B TEKCTE aKTa JIOJDKHBI OBITH OTOBOPEHBI U 3aBEPEHBL OIIACIMH
BCeX WIEHOB KOMUCCHH, IPUHAMABIIHX y9acTHe B yHHUTOKEHHH. O MPOBEACHHOM YHHITOKCHAH
NeNAloTCs OTMETKM B COOTBETCTBYIOIIMX JKyPHAJIAX II03K3EMILIIPHOTO y4eTa.

424 KpunToKIIOYH, B OTHONIEHHH KOTOPHIX BOZHHUKIIO IT0/I03PEHHE B KOMIIPOMETAINH,
a TaioKe JEHCTBYIONIME COBMECTHO ¢ HUMH JPYrHe KPUITOKIIOUM HEOOXOIUMO HEMEUICHHO



BBIBECTH M3 ACHCTBHSA, €CIIM MHOM IIOPANOK HE OTOBOPEH B AKCIUTYyaTAl[HOHHOM M TEXHUYECKON
JOKYMEHTAllMM K KpPHUITOCpEeACTBaM. B dYpe3BhIMalHBIX CIydasx, KOrAa OTCYTCTBYIOT
KPUIITOK/IIOYH JIJIs 3aMEHBI CKOMIIPOMETHPOBAHHBIX, JIOITY CKACTCs, 110 PEIIEHUIO OTBCTCTBEHHOI'O
HONB30BATENS  KPHITOCPEACTB,  COINACOBAHHOINO € ONEpaTopoM,  HCIIOJIb30BAHHUE
CKOMOPOMETHPOBAHHBIX ~ KPUNTOKIIO4eH. B osroM  ciaydae IepHOJl  HMCHOJIB30BAHUSA
CKOMIIPOMETHPOBAHHBIX KPUIITOKIFOUEH JOJDKEH OBITh MAKCHMAIBLHO KOPOTKUM, a 3allUIaeMas
dH(popManus KaK MOXHO MEHEE LIEHHOMH.

425 O HapyIIEeHHUSX, KOTOPIE MOTYT IPUBECTH K KOMIPOMETAIMH KPUMITOKIIIOYCH, HX
COCTABHBIX 4YacTell WM NepejaBaBIIMXCs (XpaHsAIIMXCsA) ¢ HX Hcnonb3oanuem 1I1H,
HONB30BAaTENM  KPUIITOCPEACTB  00sA3aHBI  COOONIATH  OTBETCTBEHHOMY  II0JIb30BATENIO
KPUITOCPEACTB U (WJIH) OIIEPaTOpy.

426 OCMOTp KIIFOYEBBIX HOCHTEIEH MHOIOKPATHOI'O HCIIOJIB30BAHUS IOCTOPOHHUMU
JMLAMH He CIIeyeT PacCMaTPUBATh KaK IT0I03PEHHE B KOMIPOMETAIlMM KPUIITOKIIFOYEH, CCITH IIPH
3TOM HCKJIFOYAIACh BO3MOXKHOCTh MX KOMMPOBAaHUS (YTSHUS, PA3MHOXKEHHUS).

427 B ciny4asx HeIOCHA4d, HENPENBABICHUS KIFOUCBBIX JIOKYMEHTOB, a TaKiKe
HEOIIPEIEIEHHOCTH UX MECTOHAX0XKICHMS IIPMHUMAIOTCSI CPOYHBIE MEPBI K MX PO3BICKY.

428 MeponpuaTusi 1O PO3BICKY W JIOKAIH3AlMKM IOCITEICTBUM KOMIPOMETAlnK
KJIFOUEBBIX JJOKYMEHTOB OpTaHU3YeT ¥ OCYIIECTBIIACT OIeparTop.



